A slide show of our lecture note

Intelligent Data Processing

Brest State Technical University
Akira Imada, professor

Last modified on 18 October 2020



In order for data processing
to be
Intelligent




In order for data processing
to be
Intelligent

Collect a set of rules from experts
by human language

Then translate It to numerical expression
so that machine can understand

=> |et’s use here Fuzzy logic



I. Fuzzy Basic Arithmetics




Membership Function

In Fuzzy logic the probability of "how hkely A is true” is called membership value of A and expressed as
iy, E.g., assuming A = "beer is cold,” pq4 = 1 when temperature of beer is 5°C, while g4 = 0.5 when

temperature of beer is 10°C, and 4 = 0 when temperature of beer is 15°C.
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AND and OR

Membership of A AND B and A OR B are given, respectively, as

fanp(e) = min{pua(x), pplr)}

and

paop(z) = max{ps(x), ppl(x)}



IF-THEN

Membership of IF A THEN B has proposed by many but here we use this Larsen’s proposal.
pa-p(x) = pa(z) X pp(z)



4. De-fuzzification

When A has some different possibility, we determine most possible value of A by calculating the center of
gravity of these membership values.

Y pa, X(z—=2i) =0
E.g.
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I1. Fuzzy Controller



Controll two metro cars

Let's create a virtual metro system with 2 cars on a loop line with 1000 pixels. Each car has a pair of 3

parameters of speed z, distance to the car in front y and strength of brake z.




Membership function of Speed, Distance and Brake assumed here.
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An example of Membership value of one rule

Membership value of brake = 0,1,2,.3.4,5,6,7,8,9 when speed = 20 and distance = 650 under the rule

[F speed = medium AND distance = long THEN brake = medium.
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From the work by Korol Andrey (2015 Fall)



An example of Membership value of one rule

Membership value of brake = 0,1,2,3,4,5,6,7.8,9 when speed = 20 and distance = 650 under the rule

[F speed = medinm AND distance = long THEN brake = medium,.
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Membership value of two rules

Error included below. Later will be corrected.

IF x = slow AND y = long THEN z = weak

Assumenowx =7, y=500,2=4
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Then the membership value of this rule is # {0.72 + 0.35) x 0.31 = 0.3317



Membership value of 3 rules for a pair of speed & distance
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Defuzzified value of break for a pair of a speed and a distance
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Membership value of 3 rules for 3 pairs of speed & distance
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Membership function of 25 rules
Too small to be visible but all combination of speed, distance and brake.
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From the work by Lishko Aleksandr (2016 Fall)



6. 3-D bar-graph of speed-distance-brake with 25 rules
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3-D surface of speed-distance-brake with limited domain

An example of how to draw for a fixed speed and three diferent value of distances
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3-D surface of speed-distance-brake with limited domain (continued)
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A 3-D surface of speed-distance-brake over whole domain
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Another 3-D surface of speed-distance-brake over whole domain

From the work by Kolesnikov Dmitry (2016 Fall)



I11. Fuzzy Classification



An example of classification - 3 families of fish
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R

=
R x

I X 9
= X ¢
= X

medium AND X o
small AND X »

large AND X 2

Rules to classify as an example

small

medium

amall

THEN A

THEN B

THEN



Memership function for the size of two parts

(x — (avg)*®)
(.s'f(l)2

}

i(x) = expf

medium




How to estimate avg and std from dataset
How we specify avg and std for each of membership function from dataset given?

Algorithm 1
1. Select mazimum data + muntmum data + other randomly chose 5N — 2 data.

2. Sort these SN data from small to large in cach attribute.

3. Dewvide the data in each attribute into 5 groups. that s, verv small, small. medium. large., and
U . Y

very large.

4. Calculate average and stndard demation in eact devision.



Question: Which family is this new fish?




Takagi Sugeno Formula

R;: If z; is A}, and z, is A} and --- and zy is A}, then y is ¢*.



Takagi-Sugeno rules: Estimation of a single input

Estimation of y for an input x = (z,,z9,++ ,TxN)

). = Sk (Mi(x) - 1)
i {.I | 4“1,(()()

where

N
M.(x) = H;l,k(.lr,-)
p=]

where p;. 18 i-th attribute of k-th rule



A rule set to classify
R.:IF x; =AY AND x,=A5 AND - xp= Ay THEN ¥ =9

E.Q.
R,:IF xy=medium AND x,= small THEN Y=~
R5:IF xy= small AND x,=medium THEN Y =c: - 2cm -
R;:IFxy= large AND x,= small THEN Y= ' |

Membership functions for x; and x.
i (X) = exp { - (x- (avg)®) /(std)” }

small medium large

Takagi-Sugeno rules
Estimation ofy for X = (X Xy - Xy)

Yj = {Z:=1 (Mi(x) - 9y} / {Z:=1 (M (X) }

where
M
Mg(X) J.H ik (X;)
where W, Is membership of I-th attribute A'i( of the k-th rule



Three rules to classify
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A benchmark — Iris database

Iris flower dataset (taken from University of California Urvine Machine Learning
Repository) consists of three species of iris flower
setosa, versicolor and virginica.

Each sample represents four attributes of the iris flower
sepal-length, sepal-width, petal-length, and petal-wdth.




Iris Flower Database to design

Setosa Versicolor Virginica
X €2 r3 Ty Tl 12 Ty x4 X €2 r3 Ty
0.56 066 020 0085 084 066 067 052 0385 057 084 072
0.62 070 022 004 066 061 057 056 091 032 085 1.00
0.68 084 022 008 063 045 051 040 03832 073 074 0.80
061 077 023 008 075 068 061 060 031 061 077 076
0.61 063 020 004 056 050 058 040 036 068 080 0.84
0.54 068 016 004 0577 066 0068 056 072 057 072 0.80
0.73 091 017 008 071 066 052 052 073 064 074 096
0.72 1.00 022 016 085 070 064 056 031 073 077 092
0.68 089 019 016 071 068 065 0060 082 068 080 072
0.65 080 020 012 073 061 059 040 097 0836 097 (.88
0.72 086 025 012 078 050 065 060 097 059 1.00 092
0.6 086 022 012 071 057 057 044 076 050 072 0.60
0.68 077 025 008 075 073 070 072 087 073 083 092
0.6 084 022 016 077 064 058 052 071 064 071 0.80
0.58 082 014 008 080 057 071 060 097 064 097 080
0.65 075 025 020 057 064 0068 048 030 061 071 0.72
0.61 077 028 008 081 066 062 052 0385 075 083 0.4




Avg and std of each column
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Iris Flower Database to validate

Setosa
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Wine dataset to design rules
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From the work by Savchuk Artem (2016 Fall)



Two sets of membership function from 13 attributes (1)

Membership functions for attribute x1(Alcohol):

P = Q-.—‘ —
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From the work by Savchuk Artem (2016 Fall)
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Two sets of membership function from 13 attributes (2)
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Rules to classify a wine dataset
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From the work by Savehuk Artem (2016 Fall




Result of validate rules

—ucc rate] 100% 0,00% | 100% From the work
by Savchuk Artem (2016 Fall)



Practice 3
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lll. Time Series Prediction



Forecasting values from their history

Assume y(t) is a valuable y at time t
such as price of a stock during a day

R;: Ify(t—1)is A} and y(t—2) is A, and --- and y(t —n+1) is A’ then y(t) is g".



An example of time-series forecasting

Create your set own set of rules such as
If y(t-1) = medium AND y(t-2) = law AND y(t-3) = medium they y(t) =2

Original Sorted original Human language

time series and categorize of orginal
13725 14000 medium
13816 13943 Very High high
13739 13943 ayg = 13947 medium
13403 13943 std - 34.3 lawy
13443 13904 lawy
13425 13851 High law
13305 13851 very law
13271 | 13851 @V9=13842 | or jaw
13658 | 13816  SW=175 | 5,
13904 13786 very high
13469 13786 law
13182 13786 Medium very law
13463 13739 avg = 13750 law
13786 13725 std = 33.7 medium
13943 13717 very high
13851 13717 high
13786 13658 medium
13717 13474 medium
13943 13469 (LK very high
13851 13463 high
13362 13443 av%d: _121?5 very law
13212 13425 e B very law
13358 13403 very law
13265 13362 very law
13474 13358 lawy
13786 13305 - medium
13717 13271 medium
13943 13265 AV9=13273 | yery high
13851 | 13212 std = 68 high
14000 13182 very high

Very Low

Low

Medium High

very high

1 .

exp(-0.5%((x-13947)/34/3)**2)
exp(-0.5*((x-13842){17.5)**2
exp(-0.5%((x-13751)/38.7)**2
exp(-0.5*((x-13476)/§4.0)**2)
0.8 [Mexp(-0.5*((x-13279)/$8.2)**2)

0.4

2

|

[

0.2 \
\
0 .g---"// ] ] \\\. ] ]
13000 13200 13400 13600 13800 14000




Then estimate y(t+1), y(t+2), ...
By using Takagi-Sugeno Formula

where

N
\1;()(’ H[’,A(l,)
t 3

where ;. 18 i-th attribute of k-th rule



Create your own set of rules!

such as

IF y(t-1) = low AND y(t-2) = low AND y(t-3) = low THEN y(t) =2 (low)
OR
IF y(t-1) = low AND y(t-2) = medium AND y(t-3) = high THEN y(t) =5 (very high)
OR

y(t-1) = 13449, y(t-2) = 13352, y(t-3) = 13029, y(t-4) = 13227, y(t-5) = 13918

Try to predict y(t-2), y(t-1) and compare real vlaue
Also predict y(t)



Forecasting a value at time t
from some related items at time t

E.G.
Forecasting BRY today from EUR, USD, RUB and JPY today

R;: If z1(t) is A% and z5(t) is A% and - -+ and z,(t) is A® then y(t) is ¢".

Time| EUR|USD |RUB |JPY |BRY
t
t-1
-2
-3
-4
-5




Yet another forecasting

F(t) (degree of membership by vector representation)

year | enrolled calgtl:gle big decrease decrease no change Increase bigincrease too bigincrease p:j.g':;eed
1971 | 13055

1972 | 13563 | +508 0 0 0 0.5 1 0.5

1973 | 13867 | +304 0 0 0 1 0.5 0

1974 | 14696 | +829 0 0 0 0 0.5 1

1975 | 15460 | +764

1976 | 15311 | -149 cesesssssnaa

1977 | 15603 | +292 .
1978 | 15861 | +258 .
1979 | 16807 | +946

1980 | 16919 | +112

1981 | 16388 | -531 D’
1982 | 15433 | -955 :
1983 | 15497 +64

1984 | 15145 | -352

1985 | 15163 +18 -
1986 | 15984 | +821 .
1987 | 16859 | +875

1988 | 18150 |+1291

1989 | 18970 | +820

1990 | 19328 | +358

1991 | 19337 +9

1992 | 18876 | -461




very very small very small small
F{t) = [ 1 0.5 O O
C(t) = F(t-1) =
F{t-2)
O(t) = . =2
F{t-w-1)
C 4011 R Cm-o0
R(1) = c
C ., 0w ceecaa Cw-0

F)= max{(R17 ,R27, -, Rw1)

...... big very big too big
...... O O O
[C'I -« aaaaas cm ]
011 -«—aaaaa o1m
Qwl e O wm
Tm R 11
=> .
------ max (R 1w R 22,

R1m



| F An examples of prediction ... By Soloduha Pavel

-1500 O

0

O

big decrease | low decrease | not change | low increase | medium increase | big increase lprediction Original
1971
1972 508
1973 304
1974 829
1975 764
1976 -149
1977 292
1978 0 0 0,5 0,5 0 0 250 258
1979 0 0 0 0,25 0 0 500 946
1980 0 0,25 1 0,25 0 0 0 112
1981 0 0,5 0,5 0 0 0 -250 -531
1982 0 0,25 0 0 0 0 -500 -955
1983 0 0,25 1 0,25 0 0 0 64
1984 0 0,5 0,5 0 0 0 -250 -352
1985 0 0,25 1 0,25 0 0 0 18
1986 0 0 0 0,25 0 0 500 821
1987 0 0 0 0,25 0 0 500 875
1988 0 0 0 0 0 0 0 1291
1989 0 0 0 0,25 0 0 500 820
1990 0 0 0,5 0,5 0 0 250 358
1991 0 0,25 i 0,25 0 0 0 9
1992 0 0,5 0,5 0 0 0 -250 -461
. 1500 Q@ . O

- /\

500
=== Original
0 @} ; ]
1976 1978 19 2  1dos —W—Prediction
-500
-1000




V. Fuzzy Clustering



Another fuzzy arithmetic

Fuzzy relation

x Example 1 ... X ={1,2}, Y ={2,3,4}, R: X <Y

Let’s think of it as a crisp logic, that is, the value is 1 (yes) or 0 (no). Then membership
function of this relation will be:

X\Y[2 3 4
1 |1 0 0
2 |11 0
3 |0 0 1

Then what about the relation R : z =~ y. Let’s think of this example with fuzzy logic.

x Example 2 ... X ={1,2}, Y ={2,3,4}, R: X =Y

X\Y[ 2 3 14
1 [2/3 1/3 0
2 1 2/3 1/3
3 [2/3 1 2/3

* Example 3 ... X = {Brest, London, BuenosAires} Y=Tokyo, NewYork, Minsk, Johanes-
burg R: very far.

X\Y Tokio New York Minsk Johanesburg
Brest
London
Buenos Aires




A red apple may be ripe, a yellow apple is probably seme-ripe,

Or

X = {green, yellow, red}, Y = {unripe, semiripe, ripe}.

and a green apple is most likely unripe.

X \Y | unripe [semi-ripe| ripe

green 1 0.5 0

yellow| 0.3 1 0.4
red 0 0.2 1




Yet another similar fuzzy relations

Y = {unripe, semi-ripe, ripe}, Z = {sour, sour-sweet, sweet}

Let's call this relation R

Y 2 sour |sour-sweet |sweet
R unripe 0.8 0.5 0.1
27 |semi-ripe| 0.1 0.7 0.5
ripe 0.2 0.3 9




We combine these two relations R1 and R2

ur(z,2) > max{min{ug(z,y), ur(y, 2)}},

by the formula

yeX
X \Y |unripe| semi-ripe | ripe
ﬁ;ﬁi& 0%3 Oi5 094 X \Z | sour [sour-sweet| sweet
red 0 0.2 1 R. - green | (.8 0.5 0.5
3 |yellow| 0.3 0.7 0.5
Y\ Z sour |sour-sweet |sweet q 0.9 0.3 0.9
unripe | 0.8 0.5 0.1 LE ; : .
semi-ripe| 0.1 0.7 0.5
ripe 0.2 0.3 9

Expression by our daily language

This relation could be expressed by our daily language like
”If tomato is red then it’s most likely sweet , possibly sour-sweet, and unlikely sour.”
”If tomato is yellow then probably it’s sour-sweet , possibly sour, maybe sweet.”
”If tomato is green then almost always sour, less likely sour-sweet, unlikely sweet.”

Or, we could say:

”Now tomato is more or less red, then what is taste like?”



An exercise

A\B d e f
a 1 0.5 0
b 0.3 i) 0.4
c 0 0.2 1|

\ g h 1 ]

d 0.8 0.2 1 0.9
e 0.3 | 06 | 04
£ 1 0.2 0 0.4




Clustering by similarity



E An example of a forign alphabet we usually don't know ... By Ilya Marchanka

Original matrix RA(0) of how resemble with each other
Source matrix :

Arabic 0 1 2 3 B 5 6 7 8 9

Bengali




Clustering by Fuzzy Relation of Proximity

Algorithm 2 (. Initialize I and C

1. Calculate a maz-min similarity-relation R\ = a;;]
2. Seta;;=0 foralla;; <aandi=j

3. Select s and t such that as; = max{a;;|t < JANDi,j € I}. When tie, select one of these pairs
at random

WHILE ag # 0 DO put s and t into the same cluster C' = {s,t} ELSE 4.
ELSE all indices € I into separated clusters and STOP

4. Choose u € I — C such that

Y ap = jgllafé{z a;jla;; 7 0}
1eC

icC
When a tie, select one such u at random.

WHILE such a u ezists, put u into C = {s,t,u} and REPEAT j.
5. Let I =1—C and GOTO 8.

0. Initialize | = {1,2,3,...,.N}and C = { }



Find maximum aij (If some are equal, select one at random)
dy1dypdq3a44d45d45d47d43a4g

doq dppdogdoy dordogdozdogdog e

dqq 899833834 835d3584784g80g Maximum &ij was gt

Q18458478445 845847 8,080 Put s and t to C{ }

dgqdgpdpgdrydrrdrgdnzdngdng = S B

Ag1 962363964 965366 67 A68 A69 “ @ 0w

Bl Bl B ab Buullo
71970873874875d75d7787g879 C={4 7

dgq gy dgadgydgrdgadg7dggdag
dgq dgpAgydgy dgsAggAg7 Agg Agg 1=11, 2,3,5,6, 8, 9}



2
Then calculate max {3 (A5 + a4 ) }

le. mMax {(ag+ay), (Ag+ay), ", (Ag+ay) }

If multiple such | then select one at random
1142843814815 154174d 18819
o1 oo dpgdoyg8ogogdoydogdong
Agqdgpdggdgygdggdggdgyggdag
A1 Qg Y3844 8453454748949
Agq dgpdrg g g5 dgg A7 g dng Then put 9 into C
Ag1go g3 g A5 g g7 Aeg Aag
A71870873874a758787787g4d7g C=14,7, 9}
Agqdgpdggdgygaggggdgydggdgg I={1,2,3,5,6, 8)
Agqgpdggdgq g5 gg g7 dgg Agg

Assume now e.g. dgy+ Ag7

IS such maximum



Choose u from

suchthat 2 Qjy max X & | &5 # 0}
i C je{I-C} ieC

If multiple such u then select one at random
d118428133142152152171g49g

o1 Qoo AonSlag o5 Aog gy Aogting
Q31835 A33 A4 Ra5 8357 Angfag  ASUMENOW Gy T 8oy T 8og

Q51 852853854 5585657 A58 859 Put 2 into C
A1 Ap2863 364 Ap5 66 67 268 69 C=1{2.4.7.9)
? ? 2

Azq 70873874 75A75a7787387g
Agq dgodgadgy gy dggdg7Aggdgg
Agq Agpdgadgy AgsAgg Ag7 Agg dgg

1=11,9,56,06, 85}



Repeat this prosedure
dy1d42a13814d1581581781g4g
Apq oo dog 8oy dogdogdnyogdag
A31 83233834 83535837333 39 Aasume:now
841840843844 845845847843849 A1 T Q12T 44T 847 T Qg
Agy A5 8538545585557 a5885g SRR AL
dg1 62263 64 Ap5 A6 A67 Ap3 A0 FUl @ et
Q71972973874 875 76277878979 C={l2 47 9
dgqdgpdgqgdgydgrdggdgydggdgg STESO——
dgq dgp gy dgy dgr Agg g7 Agg dgg I=1{3,5,6, 8

Till aij iIncluded is/fare0  Or no such maximum



d11d1p813d14815a1581781g8g
o1 8op oz 8oy o5 Aogdo7dog dog
dgqdgpdgydgydgpdggdagydagdag
A1 4043944 45946847489g
A5y dgpdrgdry A drgdry drgdrg
dg1dgp g3 dgy g5 g g7 dpg dpg
d71d7pdy3dydysdggdyydygdyg
dgydgpdgydgydgrdggdgydggdag
dg1dgpdgydgy dgsdgg gy dggdog

|1
dqqT dqp Tyt a7 Tayg
IS such maximum like previous slide

but incase &4 = () forexample

Stop
And stant again from the beginning

searching for another cluster
with
[=1{2,4.7,9)
C={]



Example: Let’s Start with the following R,

6 2 3
4

9 8 4 .7 o5 .7 6 1

4 .7 .6

4

T

5 6 6 6 9 5 3 4 .7 1

A 5 o 7T .0 .6
3 .7 7T D

1
D 4 3 1

D .0 A4
6 4 5 8 9

1
3
8 6 5 1

a7 5 8 6 6 5 9 4 5
3 6 7.9 4 8 6 .6
1

4
4 6 .7 o 8 .7 2 4 1

6 .7 5 .7 1
6 9 4 5 6 1
1

1
7
O
O

RO) —



Now assumming o = 0.55 apply [1.] and [2.]

O LCLOOooco o
oo oo ol
SRR ool QCococo
OO OO OO0 VO oo
COOocoCQCool o
Cohho®@Coo XS
O Cocoohcoolkow
oo ocoococoo b
~Moo@WhOo o e
O 0 O© O o0 cc o



Then repeat R+ = R(™ o R till R®) = Rr+1),

3
1 3 .7 .2
1
0
1
1

3
2
1
1

3 .7 .6
1

a7 3 5 4
0

0

1
1

1
9 8 3 4 5 3 6 1
3 .7 .1 8 .7 .
3 2 6 3 .9 2 3 .2

2 4 5 8 .9
1
8 .7

2 3 4

1
3
8 6 .0 1
0 .4

3 6 .79 2 8 3 .2

1

2 o0 8 6 2 3 9 4 3
1

6 .7 3 .7 1
2

1
2
O
3
4 3 .7

R™)



First, set I ={1,2,3,4,5,6,7,8,9,10} and C ={ }. Then

Step 3. Now a8 = a9 = a5 19 = 0.9 are maximum and a;g is randomly selected. Then C' = {1, 8}.
Step 4. a1z + ags = a4 + ags = 1.5 are maximum and j = 4 is randomly selected. Then C' = {1, 8, 4}.
Step 4. a1s + a40 + agy = 2.1 is maximum, then C' = {1, 8,4, 2}.
Step 4. There are no j such that ai; + az;j + a4; + as; is maximum. Then final C' = {1, 8,4, 2}.
* Q16 + Qo + age +agg = 0.6 +0.94+ 04 0.7 = 2.2 seems maximum but actually not because
Age — 0

Note that ZiEC Aiy — mﬂjej\c{ziec az-j\az-j 7é O}



Step 5. Let I ={3,5,6,7,9,10}

Step 3. a5 10 = 0.9 is maximum. Then renew C as {5, 10}.

Step 4. asg + @19 9 = 1.5 is maximum. Then C = {5, 10,9}.

Step 4. There are no j in {3, 6,9} such that as; + ag; + a10; is maximum. Then final C' = {5, 10, 9}.
Step 5. Let I = {3,6,7}.

Step 3. Now ass = asy = ag7 = 0. Then {3}, {6}and {7}are three separated clusters. In fact,

o O O
o O O

=
=)
w
S
-
(o)
S
o
~J
]
o O O

SO ) ici367) Qiu = MaXje(3671{ 2 icc Gijlai; # 0} does not exit any more.

In this way, when a = 0.55, we have 5 clasters {1, 8,4, 2},{5, 10,9}, {3}, {6} and {7} are obtained.



By repeating R = R™ o R™ till R™ = RV In this way, similarity-relation R™

will be calculated as:

Summary-1
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1
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MAN 10 O™ Vool ooo
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eEnRE AT ga CRocoocoQooh Mo
NV O W M ™ CEohNoQoox<
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Summary-2

COoOwWO oo gO

s NmOON

>ONOOG OO >

OO mONO N

SO NCPoCaaCcC oo

T S D OIS

COOCOoHNCIC xw©

NO OO WO N O

CgOC o oo o

First,

Then
3.

> B W o

o)

set I ={1,2,3,4,5,6,7,8,9,10} and C = { }.

Now a1 = ag = a5 10 = 0.9 are maximum and a;g is randomly selected. Then

C = {1,8}.

a2 + aga = a4 + agg = 1.5 are maximum and j = 4 is randomly selected. Then

C = {1,8,4}.

a1z + a2 + agy = 2.1 is maximum, then C' = {1, 8,4, 2}.

. There are no j such that a;;+as;+a4;+as; is maximum. Then final C' = {1, 8,4, 2}.

* Q16 + Qo + Qg6 + agg = 0.6 + 0.9 + 0 4+ 0.7 = 2.2 seems maximum but actually
not because as4 = 0

Note that ) . . @i = maxjenc{d ;o ijlai; # 0}
Let I = {3,5,6,7,9,10}
as 10 = 0.9 is maximum. Then renew C' as {5, 10}.
asg + @19 9 = 1.5 is maximum. Then C = {5, 10, 9}.

There are no j in {3,6,9} such that as; + ag; + a19; is maximum. Then final
C = {5,10,9}.

. Let I = {3,6,7}.
. Now ags = ag; = agy = 0. Then {3}, {6}and {7}are three separated clusters. In
fact,
—CL33 ase a37- -0 0 O-
Ag3z Qg 0Ag7| — 0 0 O
a7z Qe A77 _0 0 O_

SO D iciz 67 Gin = MaXje(367{ ) _ico @ij|ai; 7 0} does not exit any more.

In this way, when o = 0.55, we have 5 clasters {1, 8,4, 2},{5,10,9}, {3}, {6} and {7} are
obtained.



Let’s take 6 KANJ
as an example

similarity

HEHABEI

=0 [0 8 [0 B

0.4

0.9

0.3

0.7

0.6

0.4

0.6

0.7

0.8

0.2

09 03 0.7

06 0.7 08

1 04 0.7

05 1

0.7 09

0.6 0.1

0.9

1

0.1

0.6

0.2

0.6

0.1

0.1

1



Calculate R(m+1)=R(m)oR(m)
till R(m+1)=R(m)

R(O) R(Ol R(1)
1 04 09 035 0.7 06 1 04 04 0.3 0.706 1 0. 09 0.f 0.705b
04 1 06 0.7 0.8 0.2 U4 1 0.6 0.2 0.80.2 0.7 1 0.7 0.8 0.806
0906 1 04 0.7 06 0906 1 040706 @ 0907 1 0.7 0706
030705 1 0901 030705 1 0901 _ 070807 1 0905
0.4 0.8 0.7 09 1 04 0.7 0.8 0.7 08 1 0 0.7 0.8 0.4 08 1 06
0.6 0.2 06 0.1 01 1 0.6 0.2 06 0.1 U1 ] 06 06 0.6 0.5 0.6 1

to continue



R

1 U.7 08 0.7 07006
0.7 1 0.7 0.8 08056
03 UoF 1 U Qb
0.7/ 08 0./ 1 08900
0.7 0.8 0.7 0.8 1 Db
0.6 06 06 00 0b 1

i)

1 0.7 09 0.7 0.7 0b
0.7 1 0.7 0.8 0.80.b
U8 Uy 1 D.F DL UB
0.7 08 0.7 1 0905
0.7 0.8 0.7 0.8 1 06
06 06 06 05 06 1

R (?)

1 0.7 08 0.7 0.706
0.7 1 0.7 0.8 0.80.5b
09 0.7/ 1 0.7 0.7056
0.7 08 0.7 1 0906
0.7/ 0.8 0.7 09 1 06
0.6 Ub 0.6 D6 Ub 1

to continue



R (?)

T @ B8 0.2 B0k
0.7 1 Q. 0.8 080k
0.8 OeF 1 U L llb
0.4 0.8 0.7 1 QYOb
0.7 U8 0.7 98 1 0b
0 b 0.6: 06 B 1

R (?)

1 ./ 08 0.7 0.7 Ub
O 1 OF 0.8 U8 0b
US Q¢ 1 0.7 U2 Db
0.7 08 0.4 1 0806
0.7 0.8 0. 08 1 0b
06 06 06 06 0.6 1

Now R(2) = R(3)

R &

1 0.7 09 0.7 0.7 06
0.7 1 0.7 08 0800
09 07 1 07 0rdb
0.7" 0.8 0.7 1T QY06
0.7 0.8 0.7 09 1 06
U6 0b 0.6 06 06 |



1 0.7 09 0.7 0.7 0.6
07 1 0.7 08 0.806
09 07 1 07 0706
J./ 08 0.7 1 0306 Replace all Aii with 0
07 0.8 0.7 09 1 06

Replace all Alj < a with 0
06 06 06 06 0.6 1

Now apply I No;v =ags7usme
step 1 and step 2 -

09 0 O

0.8 0.8
0 O
0.9
09 0
0 O

0 O
0 O
g:s @
0.8
0.8
0

o O O

() D D O O
-

O 0O Q QO O



I = $#1:2: 84563
C = {1}

g 8 0(')9 008 008 8 Al3=A45=0.9 is maximum
& (Don't forget s must be smaller than t)
08 0 © Q9 O 0
0 08 0 0 09 O A4d5 israndomely selected
0 08 0 09 0 O Then C={4,5}
0 0 0O @ @ 0

Now Ad2+A52=1.6 Ismaximum
Then C=12.4.,5}

no & such that A2s+2A4ds+A5s 1s maximum
with s e I-C ={1,3,6} and As¥0

to continue



1) @ © § I B
1) 0 09 0 = 1l
E:; %9 g 8 A13=0.9 1s maximum

Thenc ={1, 3}

no & such that Als+A3s 1s maximum

with s e I-C ={6} and As¥F0



Result of clustering

c1=p4s5 = H H
C2 = {1,3) EE] 1]

C3 = {6} m



V. Fuzzy data mining



What is Data Mining?

Data mining is an automatic or semi-automatic process
that analyses large amounts of scattered information to make sense of it
and
turn it into knowledge



Data mining

The process starts with giving a certain input of data to the data mining
tools

It Is widely used by organizations in building a marketing strategy, by
hospitals for diagnostic tools, etc.

Today most organizations use data mining for analysis of Big Data

Also known as “Knowledge Discovery in Databases (KDD)”



Toy Example:
Mining a rule In natural language from data

T
T

A profile which is decreasing at the beginning is
typically increasing at the end




Application

Medical Data Analysis
Phishing Detection
Invasion Detection

Commercial Data Analysis



Popular Technique for Data Mining

* Regression

e Association

» Clustering

» (Classification
e QOutlier analysis
e Decision tree
 Bayes theory

e etc.



Example (1)
Mobile service provider

 From a large amount of data such as billing information, email, text
messages, web data transmission, customer service used, the datmining

tools can predict predict customers who are looking to change the
venders

* With these results a provabillity score is given. The mobile service

providers can provide incentives, offers to customers who are going to
change the venders



Example (2)
Retall

* Looking at the purchase history reveals the buying preferences of the
customers

* The results help the supermarkets design the placements of products on
shelves and offers on items such as coupons on matching products and

special discounts on some products.



Example (3)
Market Basket Analysis

* This find the groups of items that are bought together in stores.

Analysis of the transactions show the patterns such as which things
are bought together often like , or which items have

higher sales volume on certain days such as beer on Fridays

* This information helps in planning the store layouts, offering a special
discount to the items that are less in demand, creating offers such as

or etc



Example (4)
e-Commerce

» Many e commerce sites use data mining over the purchasing history
of the customers of the website

 The Amazon etc. show ,
to the customers who are interacting with the site



Example (5)
Crime prevention

 Data mining detects outliers across a vast amount of data, the criminal
data including all detalils of the crime that has happened. Data mining will
study the criminal patterns and criminal trends and predict future events

with better accuracy

 The agencies can find out which area is more prone to crime, how much
police pesonnel should be deployed, which age group should be targeted,
vehicle numbers to be scrutinized, etc.



Example (6)
Research

 Researchers use Data Mining tools to explore the associations between
the parameters under research such as environmental conditions like air
pollution and the spread of diseases like asthma among people in
targeted regions



Commercial and open-source software

 Weka
 Rapid miner

* Orange data miningtools



E.Q.
Fuzzy Data Mining
for
Anomaly Detection

Data are applied with fuzzy logic rules
to
classify them
as
normal or malicious

for the purpose
feature sets should be extracted from the row data

Both network traffic and system audit data are used as inputs



Popular two data mining methods

e Association rules and frequency episodes have been used to mine audit
data to find normal patterns for anomaly intrusion detection (Lee, Stolfo
and Mok (1998) “Mining audit danta tobuild intrusion detection models.” in
Proceedings of the 4th international conference on knowledge discovery
and data mining)



Association rule

When presented with a set of audit data, the system will mine a set of fuzzy
association rules from the data.

These rules will be considered a high level description of patterns of behavior
found in the data.

For anomaly detection, we mine a set of rules from a data set with no
intrusions (termed a reference data set) and use this as a description of
normal behavior.

When considering a new set of audit data, a set of association rules is mined
from the new data and the similarity of this new rule set and the reference set
iIs computed. If the similarity is low, then the new data will cause an alarm.



Notice that

e an intrusion that deviates only slightly from a pattern derived from the
audit data may not be detected of a small change in normal behavior may
cause a false alarm.



False negatives & False positive

e |f the system warn when access is normal, it is called Falese negative

e If the system does not warn when access is abnormal, it is called False
positive



Examples of features

 The CPU usage time and the connection duration

 The numbere of different TCP/UDP services initiated by the same source
host



Examples of output

* |F the number different destination addresses during the last 2 seconds
was high THEN an unusual situation exists

* |F the DP is high THEN and unusual situation exists

e |F the number of SYN flags is low AND the number of FIN flags is low
THEN the number of RST flags is low in a 2 second period



