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Abstract: A new intrusion detection method based on learning vector quantiza-
tion (LVQ) with low overhead and high efficiency is presented. The computer
vision system employs LVQ neural networks as classifier to recognize intrusion.
The recognition process includes three stages: (D feature selection and data
normalization processing; @ learning the training data selected from the feature
data set; @ identifying the intrusion and generating the result report of machine
condition classification. Experimental results show that the proposed method is
promising in terms of detection accuracy, computational expense and implemen-
tation for intrusion detection.
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0 Introduction

IDS is a system of monitoring and de-
tecting data trace or user behavior to identify
intruders. These are classified into two types:
misuse detection and anomaly detection.
Misuse detection is a method which intru-
sion pattern is hand-coded using expert
knowledge for well-known attacks or weak
spots of the system, then through matching
and identifying these known intrusion, pat-
terns or signatures to detect intrusion. Mis-
use detection has low false alarm because of
its nature. But the main shortcomings of
misuse detection are: known intrusion pat-
terns have to be hand-coded; it is unable to
detect any new or unknown attack that has
no matched pattern stored in the system.
Anomaly detection assumes that an attack
will always reflect some deviation from
normal patterns, which is designed to cap-
ture any deviations from the established pro-
files of the system normal behavior. Anom-
aly detection can detect new and unknown
intrusion, but it has the shortcoming of false
alarm rate.

The basic task of intrusion detection is
to audit the log data of a computer, which
includes network-based data and host-based
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