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1. owner(object)=attacker
2. setuid(object)=disabled

1. owner(object)=attacker
2. setuid(object)=enabled2. attacker=root

1. exists(object)=false

1. owner(object)=attacker
2. setuid(object)=enabled

object=/usr/spool/mail/root

attacker creates(object)
attacker mod_setuid(object)

attacker mod_owneruid(object)
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s2s1 s3 s7t7t1 t2

chmod execwrite

stat

unam
e

t4

t5

s4

s5

s6

F = true_name(this[OBJ])

this[PID] != 0 &&
true_name(this[OBJ]) =
true_name("/usr/spool/mail/root")
&& FILE = this[OBJ]

true_name(this[PROG]) =
true_name("/usr/ucb/mail") &&
this[ARGS]= ~"\\<root\\>"

cp /bin/sh /usr/spool/mail/root
chmod 4755 /usr/spool/mail/root
touch x
mail root < x
/usr/spool/mail/root

Invariant: same_uid

this[OBJ] = FILE

Intrusion scenario
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Event Engine

libpcap

Policy Script Interpreter

Real-time notification
Record to disk
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