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Abstract

Arti�cial immune systems attempt to distinguish
self from nonself through string matching operations.
A detector set of strings is selected by eliminating
random strings that match the self strings. DNA
based computers have been proposed to solve complex
problems (e.g. Traveling Salesman) that defy solution
on conventional computers. They are based on (hy-
drogen bonding based) matchings (called hybridiza-
tions) between Watson-Crick complementary pairs,
A-T (Adenine-Thymine) or C-G (Cytosine-Guanine).
Therefore, a single strand (an oligonucleotide) will
bind with other oligonucleotides that match most
closely its sequence under the operation of Watson-
Crick complementation. In this paper, an algorithm
for implementing an arti�cial immune system for self-
nonself discrimination based on DNA is described.
This procedure takes advantage of the inherent pat-
tern matching capability of DNA hybridization reac-
tions and the notion of similarity naturally found in
DNA hybridization.

Introduction

Biology is now an inspiration for computer sci-
ence. This is evident in algorithms that mimic neu-
ral networks[1], sexual reproduction[2], life itself[3],
and the vertebrate immune system[4]. Until recently,

however, the material of biological systems, organic
molecules and cells, were not used for computation.
Adleman[5] changed all that when he solved an NP-
complete problem, the Hamiltonian Path, using DNA.
In this paper, a biologically-inspired algorithm, an ar-
ti�cial immune system, is proposed for implementa-
tion in a computer constructed from biological mate-
rial, DNA.

The vertebrate immune system is capable of com-
bating a large number of di�erent types of invading
pathogenic microorganisms[6]. To accomplish this,
the molecular agents of the immune system, T-cells,
B-cells, and antibodies, recognize foreign antigens by
structural and chemical properties of the binding sites
between them. In addition, the immune system must
be able to distinguish cells and molecules that be-
long to its host from foreign material, or self from
nonself[7]. The immune system response to foreign
material is highly speci�c, which means that a large
number of detectors for antigens is required[6]. Also,
the immune system has a memory since it will re-
spond to a speci�c antigen for the remainder of the
host individual's life[6]. More than 1016 antigens can
be recognized by a mammalian immune system[7].

An arti�cial immune system is an algorithmic at-
tempt to duplicate the ability of a natural immune
system to recognize self from nonself. In [4], an ar-
ti�cial immune system was proposed to detect self-
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nonself in a computer. The goal was to use the sys-
tem for protection from computer viruses and other,
unwanted changes in a computer system. In subse-
quent work[8], more e�cient ways of generating the
detector set were described.

Adleman[5] introduced a way to solve combina-
torial optimization problems with DNA. As imple-
mented by Adleman[5], the fundamental reaction in
DNA based computation is a template matching re-
action based on hydrogen bonding between Watson-
Crick complement base pairs, A � T and G � C[6].
This template matching reaction between two single
strands of DNA (oligonucleotides) is called hybridiza-
tion. In Adleman's original work[5], a Hamiltonian
path through a graph was formed through successive
hybridizations of oligonucleotides (oligos) which rep-
resented vertices and edges in the graph. Subsequent
proposals for DNA computation have continued to
rely upon the mechanism of hybridization[9, 10, 11,
12].

In this work, the DNA template matching reac-
tion, or hybridization, is proposed to implement the
self-nonself detection algorithm of [4].

Self-Nonself Discrimination Algorithm of
Forrest et al.[4]

For discrimination of self from nonself in a com-
puter, the entities of interest are not molecules or
microorganisms, but are strings composed from a �-
nite alphabet. These strings can be bit strings, data
strings, or strings of machine instructions. For com-
puter security, self is de�ned as strings to be pro-
tected, and nonself as all other strings. The algorithm
is as follows:

1. Detector Set Generation: Strings are generated
at random. They are compared to the set of
self strings. If a matching condition between the
strings is met, then, reject the string. Otherwise,
accept the string for the detector repertoire. This
step is called censoring and is shown in Figure 1.

2. Monitor Protected Data: The protected strings
are periodically compared to the detector reper-
toire. When detector strings are activated, a
change is known to have occurred. The moni-
toring step is shown in Figure 2.

Several details of the algorithm in [4] are impor-
tant for what follows. First, the self strings are divide

into equal size segments. Second, the self strings are
assumed not to change over time. Third, the partic-
ular matching rule is that two strings must match
in r contiguous places. Most importantly for this
paper, the algorithms have reduced the problem of
change detection in a computer system to the detect-
ing changes in strings. In the DNA implementation
to follow, template matching hybridization reactions
between DNA oligos will be used to detect change.

The advantages of the technique are that each
copy of the detector set is unique to the system on
which it is generated. This is desirable since if protec-
tion algorithms are identical on multiple sites, then,
breaking the scheme at one site means all sites are
compromised. In addition, the discrimination is prob-
abilistic. Therefore, for a greater risk of intrusion
at one site, high system wide protection is achieved.
Third, the algorithm detects any intrusive activity,
rather than looking for speci�c intruders. The chief
disadvantage is the computational cost of exhaus-
tively generating the detector set. As mentioned ear-
lier, this has been addressed in [8].

DNA Computation

In Adleman's approach, the instances of a prob-
lem are encoded in oligonucleotides of DNA[6]. The
encoding alphabet is the set of nucleic acid bases
A; T;G;C, which bind according to the Watson-Crick
complement condition, A � T and G � C, and vice

versa. Oligonucleotides bind in an antiparallel way
with respect to the chemically distinct ends, 50 and
30, of the DNA molecule. The enzyme ligase seals
the double-stranded DNA in a process called ligation.
Polymerase chain reaction (PCR) is used to extract
the answer from the length of the path, and from
knowledge of the beginning and ending vertices.

A 50 to 30 oligonucleotide is denoted as jOi >,
and a 30 to 50 oligonucleotide as < Oij, where Oi is an
arbitrary sequence of nucleotide bases. The Watson-
Crick complement of an oligonucleotide, jOi >, is
< Oij. A hybridization reaction between two arbi-
trary oligonucleotides, < Oij and jOj >, is denoted
by < OijOj >, where perfect complement base pair
matching occurs if < Oij =< Oj j. In Adleman's ap-
proach, each vertex is associated with a randomly cho-
sen N -mer, jOi >. Each N -mer, jOi >= jpiqi >, is
composed of elements from two n
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i ! j, in the graph are formed from the Watson-
Crick complements of jqi > and jpj >, < qij and
< pj j, respectively. The edge from vertex i to ver-
tex j, < Oi!j j, is therefore < qipj j. Through hy-
bridization, a path through the graph is formed by
the edge oligonucleotides, < qipj j, splicing together
the sequence of vertices, jpiqi >; jpjqj >; : : :. The
production of the Hamiltonian path depends on the
vertex oligonucleotides hybridizing with the correct
edge oligonucleotides (See Figure ??). Non-Watson-
Crick complement base pair and other unwanted hy-
bridizations (see Figure 3) are possible in hybridized
strands[13], and could lead to errors, false positives
and negatives, in the original approach[14].

DNA Implementation of Self-Nonself
Discrimination

The basic idea is to implement the censoring
and monitoring algorithms of [4] in DNA with tech-
niques from molecular biology. Since string matching
is an important part of [4], the template-matching
hybridizations between DNA oligonucleotides would
seem a natural mechanism for implementation. Other
biotechnologies would have to be used as well.
Enzymes[6] have the capability of modifying the con-
tents of a tube of DNA. In gel electrophoresis[6], DNA
strands are pulled through agarose gels by an electric
�eld. The strands move at speeds that are inversely
proportional to their lengths. Therefore, gel elec-
trophoresis can be used to separate DNA molecules
by mass. In addition, with the use of restriction en-
zymes which cut DNA double strands at speci�c se-
quences, gel electrophoresis can be used to sequence
DNA molecules. Sequencing is the determination of
the base sequence that composes the DNA string.
High density DNA arrays or chips[15] are also avail-
able for sequencing by hybridization (SBH). The DNA
chip has many short, oligonucleotides attached to it.
A strand to be sequenced is labeled with a 
ourescent
marker and washed over the surface of the chip where
it hybridizes with the attached oligos. By proper de-
sign of the chip, the sequence of the target strand can
be determined from the pattern of hybridizations on
the chip. The patterns are optically detected by the

ourescense of the markers on the target sequence.

For the censoring, a random set on oligonu-
cleotides of length n, or n-mers, is generated. The
self strings, then, are encoded in DNA n-mers. A
self set is then constructed from the Watson-Crick

complements of the encoded n-mers. Many copies
(� 1012) of the random set and self set of oligos are
mixed together at an elevated temperature. The tem-
perature is lowered which allows hybridization to take
place. At this point, the self set n-mers will have hy-
bridized with with their Watson-Crick complements
in the random set. Since the self set was composed
of the Watson-Crick complements of the self strings,
the random n-mers that have hybridized correspond
to the self strings. At this point, an enzyme, Exonu-
clease III, is added to the tube. This enzyme chops
up the double-stranded hybridization products into
mononucleotides, e�ectively removing the self strands
from the mix. Since these are chemical processes, not
all copies of the self strands will have been removed.
The process of adding the self set, hybridizing, and ex-
onuclease would have to be repeated to remove all the
self strands. At the end of the process, the remaining
oligonucleotides (those not chopped up by the double
strand exonuclease) represent the detector set. These
oligos are then sequenced by gel electrophoresis or by
using a DNA chip and sequencing by hybridization.
The entire process is shown in Figure 4.

For the monitoring algorithm, after the detector
set is sequenced, they are attached to a DNA chip.
The Watson-Crick complements of the self or pro-
tected strings are labeled with 
ourescent markers
and washed over the chip. If hybridization occurs
with the detector set, the change in the self set can
be optically detected. The process is shown in Fig-
ure 5.

The detector set could be updated by adding ad-
ditional random oligos, and redoing the censoring pro-
cess.

Discussion

The DNA implementation of self-nonself discrim-
ination maintains all the advantages of the original
algorithm. A unique DNA system could be gener-
ated for each system to be monitored for change. The
change detection is general. That is, any change in
the self set is detected, not just speci�c patterns of
change.

The change detection is probabilistic because
this is the nature of the hybridization reaction upon
whic



ing rules, and to weight di�erent inputs. The hy-
bridization between two oligos is dependent on the
pattern of matching between them, and the reaction
conditions. Contiguous matchings are more impor-
tant than isolated matchings for inducing a binding
event[13, 16]. The length of a contiguous match that
induces binding is temperature dependent. At higher
temperatures, longer stretches of bases have to match
between two oligos for them to bind. Therefore, the
contiguous matching rule of [4] has a direct physical
analog in the DNA implementation, and the number
of contiguous matches, r, could be controlled by the
reaction temperature. The temperature dependence
of the hybridization could also be used to intentionally
induce mismatches in either the censoring or monitor-
ing processes. In this way, all detector string that are
close to a given self string would be removed from the
detector repertoire, and a certain amount of latitude
for errors or small changes in self strings is taken into
account.

In addition, the mole fractions of the hybridiza-
tion products are related to the mole fractions of the
oligo reactants. The stoichiometric equation for hy-
bridization of two arbitrary oligonucleotides, xi and
xj , is

xi + xj *) xij (1)

where xij represents the hybridized oligonucleotides.
The mole fraction of the hybridization product, [xij ]
is related to the mole fractions of the oligo reactants,
[xi]; [xj ], by

[xij ] = Keq[xi][xj ]; (2)

where Keq is the equilibrium constant. In either the
censoring or monitoring phase, by adjusting the mole
fractions of the input strings, the probability of hy-
bridization products containing that string are af-
fected. Therefore, adjusting oligo mole fractions is
a way to weight the importance of either detector or
input data strings.

The chief disadvantage of the algorithm of [4] was
the cost of detector string generation. By implement-
ing the algorithm in DNA, the massive parallelism
of the hybridizations in censoring process do the re-
quired string comparisons in an e�ective manner. The
complexity of implementing multiple DNA chips and
processes, however, has been substituted for the cost
of generating the detector repertoire. The censor-
ing algorithm implemented in DNA is an exhaustive
search. Other methods for the design of the original

random set of detectors would improve the e�ciency
of the discrimination scheme.

Conclusion

In this paper, a DNA implementation of an arti�-
cial immune system for self-nonself discrimination[4]
has been proposed. The DNA implementation uses
the template-matching ability of hybridization reac-
tions between DNA oligonucleotides to detect changes
in a protected set of strings (self). The DNA im-
plementation uses the massive parallelism of the hy-
bridization reactions and a double-strand exonuclease
to select the DNA strands for detection of nonself. A
high-density DNA array is used to monitor the set of
protected strands and detect changes.
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Figure 1: Algorithm for Censoring (after [4]).

Figure 2: Algorithm for Monitoring (after [4]).
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Figure 3: Hybridizations that produce errors and
poor e�ciency in a DNA computation.



Figure 4: DNA Implementation of Censoring.

Figure 5: DNA Implementation of Monitoring.


