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Abstract

Maumdar, NiveditaSumi. M.S. The Universty of Memphis. May 2002.
Anomady. Detection in Single and Multidimensond Datasats Using Artificid Immune
Algorithms. Mgor Professor: Dipankar Dasgupta, Ph. D.

The naurd immune system is an extremey efficient, complex, adaptive, security system
that defends the body from foreign pathogens. It is able to categorize dl cdls (or
molecules) within the body as sdf-cels or nonsdf cdls It does this with the help of a
totaly digtributed task force that has the intelligence to take action from a locd and dso a
globa perspective usng its superior network of chemica messengers for communicetion.
This remarkable information processng bio system has caught the attention of computer
scence in recent years. The Artificd Immune Sysgem (AIS) community is a growing
body of researchers working on importing idess from biologicad immune systems to
computer science and agpplying those ideas to solve red world science and engineering
problems. My thess discusses the problem of Anomaly Detection in datasets and outlines
how the immunity based negaive sdection adgorithm has been goplied to anomdy
detection in sngle and multidimensona datasets. It aso discusses the development of a
new immunology agorithm: MILA (Multi-levd Immune Leaning Algorithm). The new

dgorithm combines many of the features dtractive in the immune sysem. The thess



outlines how this adgorithm has been gpplied to the problem of anomay detection

especidly for high dimensond data

Preface

The naturd immune sysem is an extremdy efficient, complex, adaptive, security system
that defends the body from foreign pathogens. It is able to categorize dl cdls (or
molecules) within the body as ether bdonging to its own kind (sdf-cdls) or those that
have a foreign origin (non-sdf cdls). Rather than rely on any centra control, it has a
totdly didributed task force that has the intelligence to take action from a locd and dso
globa perspective using its superior network of chemica messengers for communicetion.
This remarkable information processng bio syssem has caught the attention of computer
science in recent years. We discuss some of its cgpabilities of mgor interest to computer

science.

o Self / Non-Salf discrimination:
The immune sysem is able to categorize dl cdls (or molecules) within the body
as dther bdonging to its own kind (sdf-cdls) or those that have a foreign origin
(non-<f cdls).

o Feature extraction:
Any suspicious candidate invader is recognized by its surface features by the B

Cdls and macrophages. Then the cdl is processed by bresking the cell up into its
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condituent peptides. This is amilar to feature extraction. Subsequently, helper T
Cdls make a pogtive identification of the cdl as a nonbody cdl, following

which appropriate actions are taken for its eimination.

aLearning:
The body is not born with defense againg al possble forms of atacks. It is able
to learn and evolve most suited receptors for each new type of attack that it is
exposed to. This is why the baby is most susceptible to diseases But as its
immune system has more and more interactions with foreign invaders, it builds up
its repertoire of defense cdls suitable to the invaders sgnature pattern and thus
develops a stronger line of defense.

a Recognition:
The vertebrate immune system recognizes particular antigens (viruses and other
undesirable foreign substances) by means of antibodies and immune cdl receptors
that bind to epitopes (smal portions of the antigen, congsting of at least 4 to 6
amino acids). It is interesting to note that an exact match to the entire antigen is
not atempted; in fact, it is dmog certanly a physcd imposshility. The immune
sysem makes a first recognition of a breign peptide, not by an exact match with
an immune cell receptor but rather an gpproximate maich. This is a very clever
device in order to make the system robust and enable it to recognize variants.

a Distributed pattern recognizer:
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There is no centra cortroller of the immune sysem. The response and defense
mechanism is totdly didributed, which is a mgor drength for a robust fault
tolerant security system.

aMemory:
Immune systems do not forget an attacker fingerprint that it has seen. Some cdls
are circulated as memory cels s0 that the sysem retains the perfect receptor
surface evolved for an atacker. When the immune system sees an attacker
pattern for the first time, it takes a few days to evolve a suitable receptor for the
unknown attacker. But at any subsequent time, this attacker sgnature is known to
the sysem and it is able to recdl that. That is why the immune response for an
infection occurring a second time (secondary response) is much faster and
stronger than the first one.

a Elimination/neutralization of intruders:
The immune system is able to neutraize the dSte of reactivity of an attacker it has
identified and thus neutrdize its harmful effect. Also there are specid purpose
killer cdlls to destroy the foreign invaders once they are identified.

0 Use of selective proliferation and self-replication:
Once an immune cdl identifies a paticular atacker, that cdl is sdected to be
cloned and mutated rapidly so that it can mature to create a more perfect fit for the
intruder that activated it and thus take efficient Seps to inactivate or kill the

foreign cdll.
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All these ideas from immunology have rdevance in computer security systems.  Vaious
immune sysem metgphors have dready been implemented in software and have been
goplied to widdy different gpplication areas. This is a rapidly developing fidd and
promises to be one of the foca points of computer science research in the coming decade.

We cdl thisthe fidd of Artificid Immune sysems

This thess is presented in the following way. The first chapter has a discusson of the
naturd immune sysem with focus on the metgphors used for red-world problem
solutions. The second chapter discusses the research that is dready underway in this area
from a computationa perspective and includes a survey of exising applications of
atificid immune sysems. The third chapter introduces the anomay detection problem
and possible approaches for its solution. In subsequent sections we discuss Forrest’s
Negative Sdection dgorithm inspired by immune sysems, our gpplication desgn in
detalls outlining how the Negative Sdection Algorithm has been agpplied to anomay
detection in sngle and multidimensond datassts. Findly we have the experimenta
results and some conclusons. The fourth chapter discusses the new immune adgorithm
developed namey MILA: Multi-levd Immune Leaning Algorithm. We dat with the
globd characterigics of the dgorithm. In subsequent sections of it, the different stages of
the agorithm are discussed in details dong with some andytic results on the complexity
of the proposed agorithm. Application Desgn details and experimenta results are given
in the end. The find chapter makes a concluson of the entire thess, highlighting the new
ideas presented and ends with a discusson on the directions for future research on this

work.



